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600+ databases
65 hosts
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◈ Understand your ecosystem
⬦ Example : 

Splunk + listener.log = 

How to handle the situation better ?



cool_svc                      1.2.3.4
nice_svc                      4.3.2.1
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◈ … and most important : 

Choose a solution 
that fits your needs

How to handle the situation better ?



What’s the problem ?
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Example: connection refused
◈ rules

⬥ (rule=(src=oracledev)(dst=127.0.0.1)(srv=cmon)(act=accept))

◈ errors
⬥ reject  
⬥ drop  
⬥ no service  
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Example: connection refused
◈ rules

⬥ (rule=(src=oracledev)(dst=127.0.0.1)(srv=cmon)(act=accept))

◈ errors
⬥ reject - 
⬥ drop - 
⬥ no service - 

⬦ src & dst: hostname or net/mask
⬦ srv: service
⬦ act: accept, reject, drop

 ORA-12529: TNS:connect request rejected based on current

 ORA-12537: TNS:connection closed

 ORA-12514: TNS:listener does not currently know of service requested 
                       in connect descriptor



High Availability

rules:
✔ ...
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rules:
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✔...



High Availability
◈ tnsnames.ora

⬥ net_service_name=(DESCRIPTION=
   (ADDRESS_LIST=
      (LOAD_BALANCE=on)
      ADDRESS=((PROTOCOL=tcp)(HOST=cman1)(PORT=1521))
      ADDRESS=((PROTOCOL=tcp)(HOST=cman2)(PORT=1521)) 
   ) (CONNECT_DATA=(SERVICE_NAME=DB1)) )



Database Firewall 
Service - ACL
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Concept

Waldo svc
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Example : PDB protection
◈ Trying to connect with an unauthorized IP ... 



Example : PDB protection
◈ Trying to connect with an unauthorized IP ...

ORA-12506: TNS:listener 
rejected connection based on 
service ACL filtering



Why use ACL ?
◈ Fine-grained access control on each DB/PDB

but
◈ Decentralized management



Logon triggers
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Concept



Concept
◈ User hostname / OS username
◈ OS Terminal
◈ User Application Module
◈ User IP Address



◈ Have a map table to 
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◈ Have a map table to 
describe what is allowed

Concept

◈ Create a trigger to check if conditions are met before 
allowing connection 

◈ User hostname / OS username
◈ OS Terminal
◈ User Application Module
◈ User IP Address



CREATE OR REPLACE TRIGGER TRG_FILTER_LOGON

    AFTER LOGON ON DATABASE

[...]

BEGIN

    [... perform checks from map table and insert result into V_CHECK ...]

    IF (V_CHECK <> 0)

    THEN

    NULL; --OK

    ELSE

    RAISE_APPLICATION_ERROR(-20000, 'YOU ARE NOT AUTHORIZED TO LOGIN WITH THIS 
USERNAME. PLEASE CONTACT YOUR SECURITY MANAGER.');

    END IF;

[...]

END;

/



but

 and
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◈ Works with older database versions
but

◈ Decentralized management too
 and
◈ Don’t forget to log rejections

Why use logon triggers ?



Audit & reports
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Audit



Audit
conventional

logon

users manager



Audit
conventional unified

(since 12.1, but don’t use < 12.2!

logon logoff
dml

users manager application manager
security manager



Connection 
Manager + ACL
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CMAN + ACL

Looks like we are on the right track ...
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◈ Give the responsibility back to the security team
⬥ Example with : 

Security policies management
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◈ From this ...

Map table example

(rule_list=

    (rule=(src=1.2.3.4/16)(dst=destinationHost1)(srv=cool_svc)(act=accept))

    (rule=(src=5.6.7.8/16)(dst=destinationHost2)(srv=nice_svc)(act=accept))

    (rule=(src=privilegedServer)(dst=destinationHost3)(srv=*)(act=accept))

    [...]

    (rule=(src=*)(dst=*)(srv=*)(act=reject))

)



◈ To this ...

Map table example



◈ Centralised deployment on CMANs only
◈ Simple config on all DB servers 
◈ Know your environment before implementing
◈ Keep your solution(s) as simple as possible
◈ There is not one solution “to rule them all”
◈ Techies … must juggle a lot of non-tech problems

Remember ...



Thanks!

Any thoughts?

Martin Berger
martin.a.berger@gmail.com
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