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WHAT IS APEX?
OVERVIEW

 Low-code development platform (SQL, 
PLSQL, JavaScript, html)

 Part of every Oracle database (no 
separate license)

 Built up scalable and responsive web 
applications on top of the Oracle 
database

 Easy to learn for database developers

 Mobile and Responsive Themes
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WHAT IS APEX?
HISTORY

Oracle 
HTML DB, 
Version 1.5, 
2004

• First 
Release

APEX, 
Version 2.1, 
January
2006

• Renaming
to APEX

APEX, 
Version 3.1, 
Spring 2008

• Interactive 
Reports

APEX, 
Version 4.0, 
June 2010

• Dynamic 
Actions

APEX, Version 4.2, 
October 2012

• Mobile- and
Responsive
Themes, HTML 5 
support

APEX, 
Version 5.0, 
April 2015

• Page 
Designer, 
Universal 
Theme

APEX, 
Version 
5.1, 2017

• Interactive 
Grid, Jet 
Charts
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WHAT IS APEX?
MAIN FEATURES

 Modifiable reports, which can be 
exported i.e. as .csv files

 Forms to enter, modify or delete 
data in database tables
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WHAT IS APEX?
MAIN FEATURES – COMMON USE CASES

 Visualize and maintain data

 Extending enterprise applications like the Oracle E-Business Suite

 Modernizing legacy applications

 Webifying desktop tools and spreadsheets

 Allow Access from mobile devices – with some work even ‘Offline'
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TYPICAL USE CASES FOR E-BUSINESS SUITE

 Monitor interface tables

 Document solution for errors

 Allow easy fixing of common errors

 Provide graphical overview on status

 Build ‘Excel-Like’ Reports for End Users

 Build complete custom applications
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WHAT IS APEX?
ARCHITECTURE

Source: www.oracle.com

 3-tier architecture 

 Requests are sent from browser 
through web server to database 

 Vice versa for the response

 Business logic is executed in the 
database
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WHAT IS APEX?
DATABASE ARCHITECTURE

Apex
Workspace

AR AP GL

APPS

XX_APEX

APEX_180200
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Authentication
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INTEGRATION BETWEEN ORACLE EBS AND APEX
ACCESSING APEX FROM E-BUSINESS SUITE

 There is an Oracle whitepaper describing this (in general):

 Extending Oracle E-Business Suite Release 12.1.3 and Above Using Oracle Application Express (APEX) 
(Doc ID 1306563.1)

 Access through HTML and Forms menu but also out of custom Forms/Personalization

 Navigation from APEX to E-Business Suite (e.g. open specific Invoice in Forms) possible: 
fnd_run_function.get_run_function_url
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INTEGRATION BETWEEN ORACLE EBS AND APEX
ACCESSING APEX FROM E-BUSINESS SUITE
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INTEGRATION BETWEEN ORACLE EBS AND APEX
AUTHENTICATION

 Application Express Account

 Database Account

 LDAP Directory

 Open Door Credentials

 Oracle Application Server Single Sign-On

 Social Sign-In

 e.g. Oracle Identity Cloud Service

 Custom Authentication

 HTTP Header Variable

 e.g. Oracle Access Manager / Webgate
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INTEGRATION BETWEEN ORACLE EBS AND APEX
AUTHENTICATION
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INTEGRATION BETWEEN ORACLE EBS AND APEX
POSSIBLE AUTHENTICATION MECHANISMS

Pros

 Full single sign on between EBS and APEX

 One user

 One Password

 Just one login

 Only Single Sign On method described in 1306563.1

 Can integrate with even more applications

Cons

 Additional license costs

 Complex to implement

Consider Oracle IDCS!

Oracle Access 
Manager



© 2020 PROMATIS Group 23

INTEGRATION BETWEEN ORACLE EBS AND APEX
POSSIBLE AUTHENTICATION MECHANISMS

Pros

 Easy to implement

Cons

 No password synchronization

 No direct connection between login and EBS user

 Password has to be typed in separately

APEX/Database 
User Account
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INTEGRATION BETWEEN ORACLE EBS AND APEX
POSSIBLE AUTHENTICATION MECHANISMS

EBS user account 
(Single 
authentication)

Pros

 Only one password is needed

 Password for APEX and EBS are in sync

 Connection between APEX login and EBS User is available

 Easy to implement

 Described in note 1306563.1

Cons

 Password has to be typed in separately
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INTEGRATION BETWEEN ORACLE EBS AND APEX
POSSIBLE AUTHENTICATION MECHANISMS

EBS user account 
(Single sign on)

Pros

 Only one password is needed

 Password for APEX and EBS are in sync

 Connection between APEX login and EBS User is available

 Single Sign on from EBS -> APEX

Cons

 Several ways to implement (some with big security issues)

 Complex to do it secure!
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INTEGRATION BETWEEN ORACLE EBS AND APEX
POSSIBLE AUTHENTICATION MECHANISMS

EBS user account 
(Single sign on)

 Pass username as clear text in the URL to APEX

 Username can easily be read

 Possible to hack APEX even without direct EBS access

High security issues
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INTEGRATION BETWEEN ORACLE EBS AND APEX
REQUIREMENTS: ‘AUTHENTICATION PLUS’

Login/SSO

 EBS session ID, responsibility, user and organization should be handed over to APEX via URL in a ‘secure 

way’

 Coming from EBS, no password should be needed for APEX login

Session Management

 Every call of an APEX page should tickle the EBS session (if started from there)

 If the session timed out, the user should be redirected to the EBS login

 The logout button in APEX and EBS should destroy the corresponding session in the other application as 

well

 User should be able to login into APEX itself without logging into EBS
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INTEGRATION BETWEEN ORACLE EBS AND APEX
REQUIREMENTS: ‘AUTHENTICATION PLUS’

Menu in APEX

 The menu in APEX is controlled by the security function within the EBS

Authorization

 Every page in APEX needs a connection to an EBS function

 On page access the functions checks, if the user has access to the corresponding EBS function

Context initialization

 If needed, the APEX page must do a context initialization for the EBS tables

Passing Parameters

 Have ability to pass Parameters into APEX out of e.g. Forms (personalization)
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INTEGRATION BETWEEN ORACLE EBS AND APEX
AUTHENTICATION PLUS

Login/SSO

 Generating encrypted token with EBS session information

 Generation is a DB function, which can be called from customized 
GWY in the EBS

 Expires after 5 seconds

 Key for encrypting only available in the database

 URL rewriting to get rid of token information (deep linking) 

 Decrypt and extract token in APEX to start APEX session

 Store information in APEX Application items

EBS session ID, 

responsibility, user and 

organization should be 

handed over to APEX via 

URL in a „secure way“
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INTEGRATION BETWEEN ORACLE EBS AND APEX
AUTHENTICATION PLUS

Login/SSO

 APEX sentry function is used to check the token information against the 
EBS sessions

 Sentry function can be used to determine weather the current 
session is valid or not

 With the session information from the token the EBS session is tried to 
tickle

 Possible: Session is alive and can be used in APEX

 Impossible: Redirect to the login form (EBS session is no more valid)

Coming from EBS, no 

password should be 

needed for APEX login
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INTEGRATION BETWEEN ORACLE EBS AND APEX
AUTHENTICATION PLUS

Session 
Management

 More or less covered by the sentry function

 Every server call triggers the sentry function

 Check if the session is valid or not

 Tickle the session if possible

 Logout in APEX will link to the EBS logout URL

 Kills APEX and EBS session

 Direct login into APEX is enabled by custom auth function

 Calls EBS standard validate_login function
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INTEGRATION BETWEEN ORACLE EBS AND APEX
AUTHENTICATION PLUS

Context initialization

 Token contains all needed information about EBS context

 Apps init has to be done in sentry function

 For login directly in APEX, apps init can be done with user information 
only

If needed, the APEX 

page must do a context 

initialization for the EBS 

tables
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INTEGRATION BETWEEN ORACLE EBS AND APEX
DEMO: AUTHENTICATION PLUS
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INTEGRATION BETWEEN ORACLE EBS AND APEX
DEMO: AUTHENTICATION PLUS
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Integration between Oracle EBS and APEX

4 Summary

1 What is APEX?

2

3 APEX on Mobile / PWA
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APEX ‘STANDARD‘ MOBILE
MOBILE THEME

 ‘Extra Theme’ with increased focus on performance and stability

 More lightweight than the Universal Theme

 Based on jQuery Mobile

 Advantage: optimized components like List View or Reflow Report for mobile devices

 Disadvantage: two applications need to be developed to support mobile and desktop devices
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APEX ‘STANDARD‘ MOBILE
MOBILE THEME
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APEX ‘STANDARD‘ MOBILE
UNIVERSAL THEME

 Since APEX 5, the Universal Theme has been included

 Responsive; based on HTML5 and CSS3

 Grid Layout provides an ‘optimal‘ positioning of page elements

 When using JavaScript libraries that don‘t support mobile applications, a wrapper is needed

 Advantages:

 No separate application needed

 No extra templates needed

 Disadvantages:

 ‚Large‘ reports are hard to use

 Multi-touch does not run 100% smoothly

 Not all device resources can be accessed (only access to resources the browser can access)
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APEX ‘STANDARD‘ MOBILE
UNIVERSAL THEME
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APEX ‘STANDARD‘ MOBILE
UNIVERSAL THEME
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MOBILE NEXT GEN – PWA WITH APEX
BASICS

 PWA stands for ‘progressive web app‘

 Website that functions and behaves a lot like a native app

 Symbiosis of responsive website and app

 The PWA concept bridges the gap between websites and native apps

 Characteristic functions for PWAs

 Offline capability with background synchronization

 Push notifications

 ‘Add-To-Home Screen‘
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MOBILE NEXT GEN – PWA WITH APEX
GOALS

 Goals of PWAs:

 More reliable than web applications due to ‘offline capability‘

 Faster than normal web application due to cache API

 More inviting than normal web applications since no lengthy URLs need to be typed out and direct 
notifications can be sent
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MOBILE NEXT GEN – PWA WITH APEX
CONCEPTS – MANIFEST.JSON

 Contains configuration to install website natively as app

 Final app cannot only be installed on mobile devices but also on desktop devices

 This app cannot be added to any app store  tools like Cordova are needed

 Manifest.json must be located 
at root level of the APEX server

 Or addition of appropriate 
‘rewrite rules‘
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MOBILE NEXT GEN – PWA WITH APEX
CONCEPTS – SERVICE WORKER

 JavaScript construct

 Runs asynchronously in the background of the application

 Uses its own cache

 Cannot directly manipulate the DOM tree

 Exchange via message-based interface with the ‘main document‘

 Has several requirements

 HTTPS

 Browser must support Service Worker

Source: https://developers.google.com/web/fundamentals/primers/service-workers

https://developers.google.com/web/fundamentals/primers/service-workers
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MOBILE NEXT GEN – PWA WITH APEX
CONCEPTS – SERVICE WORKER

 Intercepts site requests

 Can decide to serve requests from the cache

Source: https://www.heise.de/developer/artikel/Progressive-Web-Apps-Teil-2-Die-Macht-des-Service-Worker-3740464.html

https://www.heise.de/developer/artikel/Progressive-Web-Apps-Teil-2-Die-Macht-des-Service-Worker-3740464.html
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MOBILE NEXT GEN – PWA WITH APEX
CONCEPTS – BACKGROUND SYNCHRONIZATION

 Temporary storage of data (for the offline scenario)

 Resynchronize when online

 Use of a ‘persistent storage‘  ‘indexed DB‘

 Indexed DB works with JavaScript and Service Workers
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MOBILE NEXT GEN – PWA WITH APEX
CONCEPTS – PUSH NOTIFICATIONS

 Firebase by Google used as a basis

 Notification can be triggered via JavaScript and PL/SQL 

 Node.js application on the server as a counterpart
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MOBILE NEXT GEN – PWA WITH APEX

 Complete Sample with Autonomous Data Base

https://www.promatis.de/2020/02/25/building-a-minimal-progressive-web-app-pwa-on-autonomous-apex/

https://www.promatis.de/2020/02/25/building-a-minimal-progressive-web-app-pwa-on-autonomous-apex/
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4 Summary

3 APEX on Mobile / PWA

Integration between Oracle EBS and APEX
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SUMMARY – WHY YOU SHOULD START USING APEX (NOW)

 APEX is easy to learn for Oracle PL-SQL/Reports/Forms developers

 More customizable interface than e.g. EBS Forms

 Reporting features of APEX to review EBS data

 Reports are customizable

 Reports are printable

 Responsive design of APEX is suitable for mobile devices

 Increased availability and accessibility

 Even sophisticated PWAs are possible with APEX

 Accessible from a web browser

 No Java or Java Web Start needed on the client!

 It’s possible to have Single Sign On between APEX and EBS (without additional licenses)
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